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A B S T R A C T

The criminal trafficking of falsified medical products is a worldwide, yet still largely overlooked, public health 
problem. A falsified medicine fraudulently misrepresents its identity, composition and/or source, often being 
ineffective or toxic for patients. Although techniques have been developed to detect falsified medicines, it re
mains a challenge to trace where- and by whom- the products are manufactured. We aim to discuss plausible 
biological and physico-chemical analytical techniques that could reveal information about the origin of medical 
falsifications. We first provide a brief overview on the prevalence, criminal activities, health impacts and (bio) 
chemical features of falsified medical products. We then explore diverse laboratory approaches, that are used in 
food fraud, illicit drug and wildlife trafficking investigations, and discuss how they could be combined and 
redirected towards tracing falsified medicine origin and hence empowering enforcement to counter this perni
cious but neglected global health problem.

1. Introduction

1.1. Definition and insights into the history, trade and societal impacts of 
falsified medicines

The trade in falsified medical products, here focusing on medicines 
and vaccines, is one of the largest and probably most lucrative fraud 
markets in our globalised world, and is a major but neglected impedi
ment to the achievement of the Sustainable Development Goal 3 of the 
United Nations: equitable access to safe, effective, quality and affordable 
essential medicines and vaccines (target 3.8) [1,2]. According to the defi
nition of World Health Organization (WHO) [3–5], a falsified medicine 
(FM) is a “poor quality” product which fraudulently misrepresents its 

identity, composition or source. The World Health Assembly agreed to 
use the term falsified to highlight the public health importance of such 
fraud, rather than the term counterfeit that focuses on intellectual 
property rights [4]. Falsified medical products should not be confused 
with substandard medical products, which are authorized products of 
poor quality because of unintentional errors during manufacturing (e.g., 
inappropriate formulation) transport or storage [5].

In 2017 WHO estimated that 10.5 % of medical products in low- and 
middle-income countries (LMICs) are falsified or substandard [3]. In 
comparison, a meta-analysis conducted by Ozawa et al. [6], which 
included 265 studies, suggested that 13.6 % of medicines in LMIC are 
falsified or substandard, with a regional estimated prevalence of 18.7 % 
in African countries and 13.7 % in Asian countries. An even higher 
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percentage of 19–50 % substandard and FMs has been estimated for the 
Sahel countries [7]. The epidemiological data are of poor quality and 
quantity, and there has been confusion between falsified and sub
standard, making it difficult to understand their comparative epidemi
ology [8,9].

The detrimental health and socioeconomic impacts of poor-quality 
medical products are vast and multidimensional. In sub-Saharan Af
rica up to 116,000 deaths per year have been estimated to be due to 
falsified or substandard antimalarials, and up to 169,000 deaths to poor 
quality antibiotics used to treat severe pneumonia in children worldwide 
[3]. Patients who consume these products may recover more slowly or 
not at all from treatable diseases, and, in the case of falsified antimi
crobials, the products may contribute to the development and spread of 
antimicrobial resistances [3,10]. The prevalence of poor-quality medi
cines not only contributes to higher rates of mortality and morbidity in 
affected populations, but they also exacerbate mistrust in public health 
systems and lead to economic losses [3].

Medicine falsifications are by no means a new phenomenon. Early 
reports of medicine falsifications describe the prevalence of falsified 
medical herbs in ancient Egypt bazaars (ca. 1500 BC; Kreig [11]), and 
adulterations (e.g., using debris and gypsum) of herbal medicines such 
as saffron in ancient Greece (ca. 65 AD; Dioscoridis’ Materia Medica, 
Kreig [11], Rooney [12], Chen et al. [13]). Following the end of World 
War II penicillin shortages led to falsified penicillin proliferation in 
black markets [14]. More recent examples described in the scientific 
literature are collated in the Medicine Quality Scientific Literature 
Surveyor (https://www.iddo.org/mq-scientific-literature-surveyor), 
such as the reporting of falsified COVID-19 vaccines in at least 36 
different countries (Kerlijn Van Assche, personal communication, https 
://www.iddo.org/mq/research/medical-product-quality-reports).

Currently, the value of the trade in falsified medicines is estimated at 
US $70 to $200 billion annually [15]. High profits, a very low risk of 
detection or prosecution, and penalties much lower than compared to 
illegal drug trafficking may have made the trade in falsified medicines 
more attractive to criminals than trafficking in illegal drugs [16]. Traf
fickers range from small and larger scale criminal networks to health 
agency workers, or licensed pharmaceutical companies that produce 
legitimate medical products by day and falsified ones at night [17,18,16, 
19,20]. Locally, the trade in FMs is promoted through a combination of 
high consumer demand for treatments that in many countries are inac
cessible due to supply issues and/or cost, poor governance and weak 
technical medicine regulatory capacity [21]. At a global scale, the trade 
is facilitated by porous borders and a lack of transnational control 
mechanisms and collaborations among medicine regulatory, law 
enforcement agencies and pharmaceutical industries [4].

Furthermore, legal pharmaceutical supply chains are highly com
plex, often opaque and especially fragmented in LMICs, with multiple 
parallel distribution systems and a lack of international and national 
coordination [22]. This hampers end-to-end tracing of routes and cre
ates opportunities for manufacturers to infiltrate and launder their FMs 
into the legal trade. An UNODC report indicated that between 2013 and 
2021 around 40 % of the medical products in the regulated supply chain 
in the Sahel countries were estimated to be falsified or substandard [7], 
and it revealed high interconnectivity between the regulated and un
regulated supply chains [22], [23], [24]. In high- and middle-income 
countries, the growing popularity of e-commerce and the practice of 
parallel trade in the EU, which allows for local re-packaging, represent 
potential entry points for falsifications [17,25].

1.2. Features of falsified medicines and their manufacturing

Manufacturing and distribution of FMs comprise some or all of the 
following four steps, that may not occur in this order or in the same 
place: (1) acquisition and transport of excipients and other raw materials 
to the manufacturing site, (2) manufacturing the finished product (3) 
manufacturing the packaging and (4) laundering into physical or virtual 

sales channels (Fig. 1). The “laundering” step can occur before the 
product is manufactured, e.g., in cases when the falsification is pre- 
ordered by traders with criminal ties [19]. FMs are highly heteroge
nous, and falsifications may concern the medicine itself (tablet, capsule, 
vial content etc.) and/or the packaging and labelling [26,27,19]. Based 
on the composition of the finished product, falsifications can be divided 
into those that: (a) do not contain an active pharmaceutical ingredient 
(API), (b) contain the wrong amount (reduced or increased) of the stated 
API, or (c) contain API that are not declared on the packaging [28-30], 
unexpected excipients such as flour, calcite and talc [30] or (toxic) 
impurities [27].

Packaging of the finished product frequently involves the use of 
falsified packages. Packaging falsification has become easier in the last 
decades due to high quality printing and packaging technology 
becoming more affordable and accessible to criminals [19]. Re-used 
genuine packaging has also however been observed in medicine falsifi
cations. Common practices include reusing or modifying (i.e., 
tampering) genuine containers, e.g., by extending the expiry date [31, 
26,29].

1.3. Where do falsified medicines come from?

Numerous detection techniques are employed to detect and intercept 
FMs in the supply chain, as listed in Table 1 and reviewed in Fernandez 
et al. [32], Vickers et al. [33], Lanzarotta et al. [34]. The outstanding 
challenge and the focus of this review is that: once falsification is 
identified, e.g. through seizures or surveys: how to trace back where, and 
by whom were they produced? Traditional criminal investigations have 
been the mainstay and some of these, especially those with successful 
prosecution, are reported in the press. However, there is little objective 
epidemiological evidence in the public domain as to the geographical 
origin of falsified medicines. Adaptation of techniques used in food fraud 
and the illegal narcotics and wildlife trades offer promise for enhancing 
such investigations.

Genuine finished pharmaceutical products usually represent a com
posite of diverse geographical origins (e.g., APIs mostly come from India 
and China; and excipients from Europe and North America [52,53]). To 
complicate matters, manufacturing and packaging of medical products 
often take place in yet another country. Similarly, the raw materials of a 
FM can originate from very different parts of the world (Fig. 1). There is 
clearly great variation in types of ’facilities’ in which falsified medicines 
are ’manufactured’ from lone criminals’ kitchens to more sophisticated 
interlinked factory networks.

The trading networks of falsified medical products, both between 
illegal traffickers and/or between legitimate traders unaware of falsifi
cations, are often multinational and convoluted, which aggravates the 
“delocalization”, or lack of understanding of the diverse origins of the 
falsified goods. A notable example is a FM labelled as Avastin® (bev
acizumab) which reached the USA via dubious trade routes across three 
continents and was uncovered because it showed no benefit in cancer 
patients [4].

1.4. What can we do to localize falsified medicines? Aims of this review

The “delocalization” of falsified medical products is a major 
impediment to their eradication. Their forensic investigations require 
robust collaborations between law enforcement and academic entities, 
national medicine regulatory authorities, and, crucially, innovative and 
generic pharmaceutical companies [54,55,29]. Collaborative forensic 
analyses of FMs (and their packaging) can yield information, which, 
aggregated in multiple lines of evidence [56], could help addressing 
crucial questions, such as: Q1: Does FM (A) (i.e., an unknown single sample 
or batch of samples) share its origin with another FM(B)? Q2: Where do the 
ingredients of FM(A) come from? Q3: Where was the FM(A) produced?

Here we provide an overview of laboratory techniques that may 
expand our ability to answer these kinds of questions. We particularly 
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focus on three innovative techniques which provide detailed informa
tion of physico-chemical and biological features of finished products and 
ingredients. Using case-work investigations on illicit drugs, food fraud, 
wildlife trafficking, and FMs pilot studies, we describe how such three 
streams of evidence could each help to uncover the geographic origin 
and supply routes of falsified pharmaceuticals. We also propose strate
gies to integrate the different forensic evidence for a more effective 
tracing of falsified medical products.

2. Analytical laboratory techniques to potentially trace falsified 
medical products

The first step when intercepting a suspected falsified medicine (FM) 
is to accurately establish that it is indeed falsified (Fig. 2). The primary 
and secondary packaging (e.g., blister pack and outer carton) of the 
products are visually inspected in search of spelling mistakes, incon
gruencies or graphical (i.e., logo, seals, colours) differences, both overt 
and covert, with respect to its genuine counterpart, if these are available 
[32,35]. Depending on the setting and the available resources, 
(portable) screening technologies and/or pharmacopeial analysis are 
applied. Screening techniques, e.g., colorimetry, Thin Layer Chroma
tography (TLC), Raman and Near-Infrared (NIR) spectroscopy are used 
in the field and in low-resource settings [33]. Pharmacopeial reference 
analysis, such as assay (content analysis) and dissolution testing are 
conducted to check whether the product meets the required specifica
tions (e.g., HPLC identification and quantification of API(s)). These tests 
provide an initial layer of information that could be of potential use to 
establish linkages between FMs or with trade networks [57].

Once identified as falsified, they can be further explored through 
comprehensive laboratory analysis of its features and subsequent 
comparative data analysis to assign the product to clusters of common 
origin (of components or putative manufacturing facilities). Where 
possible it could indicate signatures of geographic localisation along its 

production and distribution pipeline (Fig. 2). High-resolution optical 
analysis of packing and printing using different light wavelengths and 
magnification (e.g., US FDA CD3 + device [58], FTIR (Fourier-transform 
infrared spectroscopy), VSC (Video Spectral Comparator) and Raman 
spectroscopy, can provide information about the packaging material and 
processing. Analyses of tablet dimension and surface (e.g., using cali
pers, profilometry and 2D and 3D tablet surface analysis such as scan
ning electron microscopy; SEM) might provide clues on the tablet press 
dies used; whereas analysis of its composition (e.g., chemical profiling 
with high-resolution spectrometry) provide details about their produc
tion [34,56]. Table 1 gives an overview of potential techniques that can 
be used for analysis of medical products and packaging, and their po
tential application(s) for tracing inter-sample relationships and origins.

In the following sections we will discuss three of the most innovative 
techniques to characterize FMs and inform relationships between sam
ples and their origins: (1) Direct Analysis in Real Time (DART) MS as a 
non-destructive method to rapidly obtain in-detail chemical profiles of 
the FMs, (2) stable isotopic measurements as a means not only to 
potentially discriminate between products, but also to identify the origin 
of their components (i.e. excipients and API), and (3) environmental 
DNA (eDNA) metabarcoding as a fast, high-throughput method to 
characterize biological contaminants.

2.1. DART mass spectrometry

DART-MS is an ionization spectrometric technique that subjects a 
test sample under investigation to a stream of super-heated 
(300–500 ◦C) metastable gaseous atoms (typically helium or nitro
gen). The heated stream desorbs chemical species from the sample and 
simultaneously ionizes them; through a series of ionizing reactions be
tween the heated gas, atmospheric air (i.e., water and gases) and the 
sample. The resultant analyte ions are then transferred to the mass 
spectrometer by a pressure gradient and/or electric field, and separated 

Fig. 1. Schematic representation of the manufacturing process of falsified medicines and the provenance of their chemical and biological signatures. The different 
background colours represent distinct geographical locations, which in this illustration also correspond to separate manufacturing steps. Each manufacturing step 
potentially adds new chemical and biological signatures to the falsified medicines, shown by the sequential addition of differently coloured signatures. Locations 
depicted are for illustrative purposes only.
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Table 1 
Laboratory approaches for investigating falsified medicines and packaging and their potential application(s) for tracing.

Investigated 
component

Methodological 
approach

Variables analysed Format of data Information provided/ 
possible tracing

References

Packaging Visual inspection Colour, dimensions, printing, spelling 
errors, holograms, barcodes and 
tampering

Matrix of appearance 
observations

-complementary information to 
clustering analyses

Schiavetti et al. 
[35]
Fernandez et al. 
[32]
Newton et al. [30]

​ FTIR, VSC (Video Spectral 
Comparator), Raman 
spectroscopy, particulate 
analysis

Material type: composition of 
polymer, paper, glass, glue, ink, 
package and tampering

Matrix of observations 
and numerical values

-complementary information to 
clustering analyses

Lanzarotta et al. 
[34]

Finished product Visual inspection Colour, dimensions, weight, 
consistency, imprints (tablet, capsule)

Matrix of appearance 
observations

-complementary information to 
clustering analyses

Schiavetti et al. 
[35]

​ Dissolution test (or 
dissolution profile)

Amount of API(s) released from 
dosage form after specific time or time 
points (in vitro)

Numeric value(s) -complementary information to 
FM’s clustering analyses (if 
combined with other data)

Fernandez et al. 
[32]

​ Colorimetry Semi-quantification of targeted 
compounds (formation of colour when 
in contact with reagent)

Matrix of absorbance or 
intensity values

-complementary information to 
clustering analyses 
(if combining various 
colorimetric assays)

Gummadi et al. 
[36]
Green et al. [37]
Green et al. [38]

​ Refractometry (Physico-) chemical composition of 
(dissolved) sample based on refraction

A numeric value based on 
refractive index

-complementary information to 
clustering analyses (if combined 
with other data)

Green et al. [37]

​ Surface morphometry and 
morphology, e.g., scanning 
electron microscopy, 
profilometry

2D and 3D scan of tablet surface Matrix of numerical 
values associated with 
optical features

-complementary information to 
clustering analyses

Lanzarotta et al. 
[34]

​ HPLC Quantification of targeted compounds 
(mainly APIs, but other compounds 
also possible) based on column- 
separation

A numeric value (or 
matrix of numeric values) 
based on peak and 
retention time

-complementary information to 
clustering analyses

​

​ LC-MS High-throughput quantification and 
identification of chemical compounds 
based on column-separation and mass- 
to-charge ratio detection (MS)

Matrix of numerical 
values associated with 
distinct chemical 
compounds present 
(chemical fingerprint)

-complementary information to 
clustering analyses

Fernandez et al. 
[39]

​ DART-(TOF)-MS High-throughput (semi)quantification 
and identification of chemical 
compounds based on sample 
ionization and mass-to-charge ratio 
detection of obtained analytes (MS)

Matrix of numerical 
values associated with 
distinct chemical 
compounds present 
(chemical fingerprint)

-potential use in clustering 
analyses for FM batch assignment

Chernetsova et al. 
[40]
Bernier et al. [41]
Gupta et al. [42]
Fernandez et al. 
[39]

​ IR and Raman spectroscopy High-throughput identification of 
chemical compounds based on sample 
irradiation and measuring of 
absorption and emission patterns

Matrix of numerical 
values associated with 
distinct chemical 
compounds present 
(chemical fingerprint)

-potential use in clustering 
analyses for FM batch assignment

Ricci et al. [43]
Fernandez et al. 
[39]

​ DESI-MS High-throughput (semi)quantification 
and identification of chemical 
compounds based on electrospray 
sample ionization and mass-to-charge 
ratio detection of obtained analytes 
(MS)

Matrix of numerical 
values associated with 
distinct chemical 
compounds present 
(chemical fingerprint)

-potential use in clustering 
analyses for FM batch assignment

Bernier et al. [41]
Cardoso-Palacios 
et al. [44]
Fernandez et al. 
[39]

​ EDXRF High-throughput identification of 
chemical compounds based on x-ray 
sample irradiation and measuring of 
diffraction patterns

Matrix of numerical 
values associated with 
distinct chemical 
compounds present 
(chemical fingerprint)

-potential use in clustering 
analyses for FM batch assignment

Rebiere et al. [45]

​ IRMS and NMR (stable 
isotope analyses)

Measuring of carbon (δ13C), nitrogen 
(δ15N), oxygen (δ18O) and hydrogen 
(δ2H) isotopes in finished product or 
extracted excipients

A numeric value (or 
matrix of numeric values) 
based on isotope ratio 
composition

-potential use in clustering 
analyses for FM batch assignment 
-might inform about component 
origins (e.g., C4 or C3 plant origin 
of excipients such as starch) 
-could provide direct clues of 
geographic origin of components 
(e.g., comparison of H and O 
isotopic signature of water with 
isoscapes) 
-NMR can inform about synthetic 
pathways of APIs and precursors

Roncone et al. 
[46]
Remaud et al. [47]

​ eDNA analyses High-throughput sequencing of eDNA 
extracted from sample

Matrix of numerical 
abundance values of 
distinct biological taxa (e. 
g., amplicon sequence 
variants)

-potential use in clustering 
analyses for FM batch assignment 
-could provide direct clues of 
geographic origin of product, 
thorough distribution ranges of 

Young et al. [48]
Young et al. [49]

(continued on next page)
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by their mass to charge ratio (M/Z) [42,59]. DART enables the analysis of 
a wide range of samples, i.e., food, drinks, drugs, biological tissues and 
explosives [40,60], [42], [61]. DART has the advantage, unlike other 
mass spectrometry techniques, that samples can be analysed in the open 
air, thereby requiring minimal preparation. Products can be placed in 
their native form directly into the beam, which largely preserves their 
integrity while speeding up analyses. As the technique results in minimal 
physical damage to the surface of the sample, limited quantities of 
material, as it is often the case for FMs, can be used for other follow-up 
analyses [40], [42].

DART ionization coupled with time-of-flight mass spectrometry 
(TOF-MS) is the preferred configuration for product authentication ap
plications [42], as DART-TOF-MS can quickly produce high-resolution 
mass spectra for multiple compounds, including those contained in 
FMs [41,40,32]. Bernier et al. [41] screened 192 falsified antimalarial 
tablets collected in sub-Saharan Africa using DART-TOF-MS. The au
thors demonstrated the suitability of this technique to rapidly detect 
FMs while providing forensic insights into manufacturing patterns. 

Multivariate analysis of the FM spectra together with compound iden
tification distinguished two distinct classes of tablets: (1) those con
taining saccharides and (2) those containing chloramphenicol or 
ciprofloxacin; instead of the stated artemether-lumefantrine active in
gredients. These two classes could indicate different origins in space 
and/or time of the studied FMs. Furthermore, some tablets from class (2) 
contained mixes of chloramphenicol and ciprofloxacin in varying pro
portions, suggesting manufacturers altered their formulation over time.

The application of DART data to falsified medical product sample 
origins can potentially be achieved through comparative analysis with 
other products or geographic source, where reference samples with 
provenance information are available. For instance, in wildlife forensics, 
Coals et al. [60] demonstrated the use of DART to distinguish between 
different sources of lion bone, including captive (legally traded) lions 
and protected wild individuals. DART profiles enabled discrimination of 
the two bone sources, suggesting the basis for an identification tool. It 
also led to the tentative identification of chemical compounds that are 
used in pharmaceuticals, such as imidazole, pyridine, and triazole 

Table 1 (continued )

Investigated 
component 

Methodological 
approach 

Variables analysed Format of data Information provided/ 
possible tracing 

References

assigned taxa 
-if human DNA, could provide 
ethnicity information of involved 
actors

​ Palynology and microbial 
culturing

-identification of biological species 
associated to FM

Biological species present -complement eDNA analyses 
-could provide direct clues of 
geographic origin of product 
through distribution ranges of 
identified taxa

Wiltshire [50]
Mildenhall [51]

Air in blister 
pack/vial/ 
container

GC headspace sampling 
and GC-MS

Quantification of (gaseous) targeted 
compounds (e.g. residual solvent 
organic volatile impurities)

Matrix of numerical 
values associated with 
distinct chemical 
compounds present 
(chemical fingerprint)

-potential use in clustering 
analyses for FM batch assignment

Fernandez et al. 
[39]

Fig. 2. Workflow for the detection of falsified medicines and proposed tests and analytical strategies to geolocate the products. Based on Fernandez et al. [32], 
Dégardin et al. [54], Hochholdinger et al. [56]. FM: Falsified Medicine, Raman: Raman spectroscopy, NIR: Near-Infrared spectroscopy, API: Active Pharmaceutical 
Ingredient, HPLC: High-Performance Liquid Chromatography, DART: Direct Analysis in Real Time, LC-MS: Liquid Chromatography–Mass Spectrometry, XRD: X-ray 
diffraction, NMR: nuclear magnetic resonance spectroscopy, IRMS: Isotope Ratio Mass Spectrometry, eDNA: environmental DNA.
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derivatives, associated with the captive bred group.
Current limitations of DART-TOF-MS for FM product forensics centre 

on the inter-laboratory transfer of reference data and, at a more detailed 
level, the challenges associated with DART compound identification. 
The latter is frequently ambiguous and, in the absence of relevant 
standards for mass spectral confirmation, biased towards compounds 
already available in reference databases. For more robust identification 
of compounds, DART can however be complemented with other tech
niques such as gas chromatography (GC) and Liquid-chromatography- 
mass spectrometry (LC-MS) [62].

2.2. Stable isotope ratio analyses

Stable isotope analytical techniques rely on the natural occurrence of 
distinct isotopes of an element (e.g., O, H and C), at varying relative 
abundances (i.e., expressed as ratios; 18O/16O, 2H/1H, 13C/12C on the 
relevant delta (δ) scale calibrated with internationally accepted refer
ence materials). Variations in isotopic ratios are influenced by climatic, 
geological, ecological and physiological factors [63,64]. As such, ma
terials carry distinctive isotopic signatures which can inform about the 
environment in which they originated, the nature of their chemical 
structures and synthesis, or, for biological specimens, about life history 
and metabolic processes [64]. For instance, δ18O (18O/16O) and δ2H 
(2H/1H) isotopic ratios measured in the water contained in an investi
gated material can inform about its geographical origin, because δ18O 
and δ2H correlate to world locations (i.e., Isoscapes) through the Global 
Meteoric Water Line (GMWL) [65]. Additionally, δ13C can provide in
formation on the botanical origin of plant-derived materials, such as 
common pharmaceutical excipients like cellulose or starch. This is 
because plants usually exhibit one of two main types of photosynthetic 
pathways (C3 vs C4 plants) through which fixed C fractionates differ
ently, resulting in two non-overlapping ranges of δ13C values (− 22 ‰ to 
− 33 ‰ for C3 vs − 8 ‰ to − 16 ‰ for C4) [46].

IRMS (Isotope ratio mass spectrometry) is the principal technique 
used to resolve isotopic compositions, essentially consisting of an inlet 
device that converts a sample into a gas for measurement (typically H2, 
N2, CO, CO2, or SO2). The gases are passed into an IRMS where they are 
ionised and separated by an electro-magnetic sector according to their 
M/Z ratio, prior to quantification with dedicated Faraday collectors for 
very precise measurement of the isotopologue ratios [66]. Stable isotope 
analyses using IRMS have been commonly used in the forensics in
vestigations of food fraud [67] and the illegal wildlife trade [68]. IRMS 
has also been used on a few occasions in tracking and authentication of 
pharmaceutical products [69,70,30], whereas recent studies go one step 
further, underlining the forensic potential of this technique to draw 
linkages between FMs based on multi-isotopic profiles and raw ingre
dient sources [46].

The stable isotope ratios of FMs are influenced by the natural isotopic 
variation of their raw materials (e.g., excipients, API and water), and 
isotopic fractionation that may occur during the manufacturing process. 
This means that it is virtually impossible to randomly recreate the multi- 
isotopic profile of a medicine (and intentionally doing so would cost 
more than legally producing the medicine) [71]. Hence, a primary 
approach in sourcing the provenance of a FM sample using IRMS is to 
measure the isotopic ratios of the medicine as it is, the main advantage 
being the avoidance of extensive sample preparation, significantly 
reducing analysis time. This approach allows for manufacturer-based 
discrimination among FMs of unknown origin, e.g., based on clus
tering of the combined C, H, O (and potentially N and S) stable isotope 
signatures [46,70]. This method could determine if suspicious material 
seized at different times or places originates from the same batch or 
manufacturer, for which geolocation information might or not exist.

A second approach involves the compound specific analysis of 
separated FM components [70,72]. This approach is more labour 
intensive, requiring the extraction and purification of the components, 
whose identity is often unknown, before IRMS measurements. It does 

however offer the advantage of providing more specific information on 
the raw materials’ provenance and, indirectly, the geographic origin of 
the product. For instance, falsified medicines have been found to exhibit 
higher δ13C values compared to genuine ones [70], which could be 
related to the use of excipients derived from C4 crops (e.g., starch 
derived from maize) that are more extensively grown in tropical and 
subtropical ecosystems [73]. Comparably, δ13C of the excipient lactose, 
which is used in pharmaceuticals, could inform about the type of diet 
(C3 or C4 based) of the animal from which they derive, which in turn 
could differ geographically [72]. Manufacturing of FMs can also include 
the use of local water (e.g., in tablets produced using the wet granulation 
method or falsified vaccines containing water), whose δ18O and δ2H 
values could point to the production site, assuming the water remains 
unfractionated by any short- or long-term storage conditions. Similarly, 
such analysis of water in falsified vaccines and diluents could provide 
actionable evidence of origin.

An alternative method to using IRMS is Nuclear Magnetic Resonance 
(NMR), widely used in abuse-drug forensics to gain insights into the 
synthesis origin of a product’s components [74,75]. In the case of APIs, 
different synthetic pathways yield molecules with distinct C and H iso
topic ratios at specific positions. q²H NMR and 13C NMR can detect these 
position-specific variations, potentially allowing for batch differentia
tion among chemically identical pharmaceutical products [47,76]. For 
example, 13C NMR can effectively identify the synthetic routes of APIs 
and their precursors’ origins [47,77]. Isotopic values of 13C in central 
molecular regions, such as aromatic rings, can provide indications about 
the origin of the precursors (e.g., natural or petrochemical). In contrast, 
C atoms in side chains, which are strongly influenced by chemical re
actions, reveal insights into the synthetic pathway of the API.

Certain limitations have to be considered for the applicability of 
stable isotope analyses in the context of FMs’ tracing. Firstly, isotope 
analyses should be complemented with other screening techniques to 
preselect samples for analyses and to aid interpretation of results. Sec
ondly, a stage of method optimization is needed, ideally using samples of 
known composition and origin, to ensure the accuracy and precision of 
measurements and the statistical power of the technique to detect dif
ferences between samples’ batches. Lastly, when it comes to FM’s origin 
assignment, isotope analyses would ultimately rely on building robust 
global-scale databases with a suitable representation of real-world 
samples, with an understanding of any fractionation effects that could 
occur during manufacture, storage and degradation of samples.

2.3. eDNA metabarcoding

Non-human biological trace evidence; which includes evidence 
derived from plants, fungi, animals, protists or prokaryotes (i.e., 
Archaea, Bacteria and viruses), is a valuable source of information in 
forensic investigations [50], [78], [79]. Numerous plants and animal 
species exhibit relatively narrow geographic distribution ranges, or they 
are only present at high biomass at certain period of the year (e.g., 
annual plants). Hence, observations of plant and animal remains from 
crime scene materials can help identifying the habitat, geographical 
location, or even time at which a criminal activity took place [50], [78]. 
Microorganisms (e.g., prokaryotes and fungi) are generally widespread 
and adapted to multiple environments. Yet identification of microbial 
strains can help linking objects and actors to crime scenes [79,80], or to 
locate sources of contamination [81-83].

Biological trace evidence found in illegally manufactured products, 
such as FMs, is represented by a mixed community of eukaryotic and 
bacterial taxa; accrued through the -often unclean- manufacturing fa
cilities, shed by the manufacturers, or contained in the equipment and 
materials used during fabrication [84]. Identification of biological taxa 
in forensic materials, including FMs [30], have been achieved through 
approaches such as palynological analyses and microbial culturing [50, 
79]. However, these are labour-intensive techniques and taxonomy ex
perts are scarce. The refinement of molecular DNA techniques together 
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with the development of next-generation sequencing (NGS) technologies 
and databases during the last two decades has brought a new alternative 
to the forensics field: using environmental DNA (eDNA) to obtain bio
logical profiles in a faster, and less expensive and sample-destructive 
manner [48].

eDNA refers to cell-free DNA, released into the “environment” by the 
damaged cells of organisms [85]. Modern eDNA extraction kits, based 
on DNA-binding to silica columns (e.g., QIAamp DNA Investigator Kit; 
Qiagen, Thermofisher) or magnetic beads (e.g., PrepFiler™ Forensic 
DNA Extraction Kit; DNA IQ™, Promega) currently enable the recovery 
of forensic eDNA from minimal amounts of sample (<0.1 g) and even if 
present in ng quantities, as in FMs. eDNA-based community species 
identification relies on linking the forensic eDNA to its original biolog
ical hosts through NGS and interrogation of the sequences against 
genomic-taxonomic databases. To this aim, there are two major ap
proaches: metabarcoding and metagenomics.

Metabarcoding is based on the sequencing of specific regions in the 
DNA (a.k.a taxonomic markers) that are highly similar between in
dividuals of a same species, but differ between different species. Meta
barcoding workflows involve the amplification of taxonomic markers 
via PCR, followed by the sequencing of the amplicons. Metagenomics 
consist of the sequencing of all gene content extracted from a sample, 
followed by a later in-silico reconstruction of large genomic regions, 
which would harbour multiple taxonomic markers for species identifi
cation. Sequencing is achieved using NGS platforms such as those pro
vided by Illumina (miSeq, HiSeq, NextSeq, NovaSeq), Oxford Nanopore 
(MinIon, GridIon, PromethIon) and PacBio (Onso and Revio systems) 
(see Satam et al. [86] for detailed explanations of NGS platforms and 
their applications). The revolutionary power of NGS platforms, also 
referred to as “high-throughput” or “massive parallel”, resides in their 
capability to sequence multiple DNA samples in a single run, producing 
millions of reads.

Metabarcoding is arguably the most commonly used approach for 
DNA-based community species identification [87]. Common taxonomic 
markers for species identification include: the 16S ribosomal RNA gene 
for bacteria, the 18S ribosomal RNA gene for fungi, animals and protists, 
the mitochondrial cytochrome oxidase I (mtCOI) gene for animals, and 
the Internal transcribed spacer (ITS), between the small-subunit and 
large-subunit rRNA genes, for the identification of fungi and plants [88]. 
Plant-specific marker genes, present in chloroplasts, also include the 
trnL (UAA) intron, MaturaseK gene (MatK), the large subunit of the 
ribulose bisphosphate carboxylase (rbcl) gene, and the trnH–psbA 
intergenic spacer region [88]. Corresponding taxonomic databases have 
been built for these marker genes such as the 16S Greengenes database 
for bacteria (https://greengenes2.ucsd.edu/), 16S/18S-SSU SILVA 
database for bacteria and eukaryotes (https://www.arb-silva.de/), the 
18S PR2 database for protists, fungi, plants and animals (https://pr2-da 
tabase.org/) and the ITS Unite database for fungi (https://unite.ut.ee/). 
Other initiatives such as BOLD systems (https://www.boldsystems.org/) 
comprise curated mtCOI, ITS, rbcl and Matk for the identification of 
animals, fungi, and plants, whereas all-gene repositories such as NCBI 
enable to query any taxonomic marker.

Metabarcoding techniques have been applied only relatively recently 
in forensics. Pilot and feasibility studies conducted on falsified medi
cines, illicit drugs, herbal and food products have yielded promising 
results [89,90,84,49]. For instance, in a study conducted by Young et al. 
[49] on falsified antimalarials, the authors demonstrated the recovery of 
bacterial (16S rRNA marker), fungal, animal and plant (18S rRNA 
marker) DNA, which they were able to annotate to taxa. On one hand, 
the authors showed the capability to discriminate between genuine and 
falsified samples, and, more importantly, between different types of 
falsification, solely based on the direct comparison of their DNA profiles. 
This observation opens the possibility to detect linkages between sei
zures or even geolocate new batches of falsifications based on their 
similarity to previous samples that had geographical information. On 
the other hand, the authors detected species such as the fungi Hortaea 

werneckii, Phellinus noxius, Flammulina velutipes, which are either present 
or cultivated in the east Asian regions, as well as grasses such as Zea mays 
(corn) and Triticum aestivum (wheat), which are commonly used to 
produce excipients for medical products (e.g., starch). Hence, this points 
to the possibility of using the taxonomic identities to narrow down the 
possible distribution ranges or environments in which a product is 
manufactured. A similar rationale has been followed e.g., in honey 
origin authentication investigations, in which clustering-base methods 
applied to bacterial, fungal and plant sequences successfully discrimi
nated between honeys produced in distinct neighbouring Scandinavian 
countries [23], [91], and DNA-based identification of plants helped in 
testing the stated regional provenance of honeys from Iran [92].

If global-wide bacterial genomic databases can be expanded these 
offer hope for metabarcoding of bacteria isolated from contaminated 
falsified medicines (and in this case also substandard products due to 
bacterial contamination within factory), to yield information on likely 
provenance for bacteria whose whole genomes could vary by geography. 
Recent examples include bacterial genomic analysis to inform origin of 
contamination of saline solution and aromatherapy with Ralstonia 
pickettii and Burkholderia pseudomallei, respectively [81,82].

Limitations of eDNA approaches for falsified pharmaceuticals 
include that it is difficult to tease out which eDNA sequences are derived 
from which components of the pharmaceuticals, including water used in 
their manufacture. Human DNA has also been described in FMs [49], 
raising the possibility of accruing additional actionable forensic data, as 
used in many other aspects of criminal forensics. Care will be needed 
however, to avoid inappropriate use with risks of racial profiling and to 
innocent bystanders (e.g., DNA of farmers who harvested plants used to 
produce medicine excipients) being inappropriately targeted. Also, the 
DNA of those leading medicine falsification activities are unlikely to be 
included in their ’products’.

3. From evidence to intelligence: how to combine laboratory 
techniques and develop data analytical workflows to produce 
actionable forensic intelligence?

Currently, there are no established public domain FM’s laboratory 
workflows and data analyses frameworks specifically designed for the 
forensics of falsified medicines and vaccines. Returning to the questions 
posited here of: Q1: Does FM (A) share its origin with another FM(B)? Q2: 
Where do the ingredients of FM(A) come from? Q3: Where was FM(A) 
produced? and using DART, IRMS and eDNA analyses as examples, we 
will outline some suggestions about how techniques could be combined 
and what kind of data analyses could be implemented in the future to 
address such questions.

If a batch of unknown FM (A) samples is seized at a specific location, 
a first question to address is: Q1 Does FM (A) share its origin with FM(B)? 
where FM(B) could represent reference FM samples for which provenance 
information is available, or it could represent another batch of samples 
under investigation (e.g., collected at a different seizure) (Fig. 2). 
Assuming that similar bio-physico-chemical fingerprints relate to shared 
origin, a primary approach to answer Q1 is to conduct DART, IRMS and 
eDNA sequencing on whole FM products, and then perform clustering- 
based similarity analyses on the multivariate datasets [90,69,93]. A 
first set of analyses could involve the use of unsupervised algorithms (e. 
g., PCA, HCA) after data normalization (e.g., SNV and scaling), to reveal 
the structure of the data and emergent groupings [93]. A second set of 
analyses would involve the use of supervised algorithms (e.g., PLS-DA 
and SIMCA for chemometric data, Gonzalez-Dominguez et al. [93]) to 
categorize the samples into defined FM(A) or FM(B) groups. Supervised 
clustering is normally performed on a reduced number of selected fea
tures. These features represent the most differentiating signatures be
tween the FM(A) and FM(B) groups; and are selected based on statistical 
comparisons of their variability distributions within- and between the 
groups [56] (Fig. 2).

In a best-case scenario, FM(A) would cluster together with FM (B) 
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representing reference samples with associated geographic information. 
This could potentially enable answering Q3: Where was FM(A) produced? 
In a more realistic FM scenario, however, such reference samples would 
be missing. In such cases, clustering analyses and the process of feature 
selection can help selecting subsets of samples and “diagnostic” signa
tures in which to perform more targeted origin analyses (Fig. 2). For 
instance, IRMS measurements can be conducted on extracted compo
nents (e.g., excipients or water) from the selected subset of samples to 
address Q2: Where do the ingredients come from? which could provide 
clues to their origin. Complementary, selected discriminatory features 
from the eDNA datasets can be assigned to taxa to interrogate geo
location, or, if human DNA is targeted, to investigate ethnicity of 
possible actors involved in the FM manufacturing.

FMs’ investigations currently suffer from a lack of reference data
bases, containing large numbers of samples with curated laboratory data 
and complete seizure and circumstantial information. Such databases 
are critical not only for building robust classificatory models as those 
mentioned above, but also for investigating links between seizures, 
which in turn helps to understand the criminal networks behind the 
falsifications [54,56]. Steps should be taken in the future to create such 
databases, by harmonising testing and, crucially, by encouraging data 
sharing between pharmaceutical companies, law enforcement agencies 
and investigators.

4. Conclusions

We are still a long way from fully understanding the diversity of 
trade in FMs and how to locate their sources and intervene robustly. 
However, a variety of laboratory techniques are now available to 
describe in greater detail the physico-chemical and biological profiles 
associated with FMs. The information contained in these profiles can be 
used to investigate the provenance and trade links of FMs by adapting 
methods and data analysis frameworks that have already been devel
oped for authenticity purposes (e.g., DART and stable isotope ap
proaches) or that are new to the forensic field (e.g., eDNA). Future 
efforts should be directed at thoroughly investigating the capabilities 
and limitations of these techniques in the context of FM sample inter- 
relationships and origins, as well as building comprehensive databases 
that integrate FM analytical data with seizure information. Improved 
communication and cooperation between academic, regulatory, law 
enforcement agencies and the pharmaceutical industries will be crucial 
in countering medicine and vaccine falsification.
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editing. Caillet Céline: Writing – review & editing. Perez-Mon Carla: 
Writing – review & editing, Writing – original draft, Visualization, 
Methodology, Investigation, Conceptualization. Kelly Simon D: Writing 
– review & editing, Conceptualization. Bontempo Luana: Writing – 
review & editing, Funding acquisition, Conceptualization. Roncone 
Alberto: Writing – review & editing, Writing – original draft, Concep
tualization. Hauk Cathrin: Writing – review & editing, Writing – orig
inal draft, Methodology, Investigation, Conceptualization.

Declaration of Competing Interest

The authors declare that they have no known competing financial 
interests or personal relationships that could have appeared to influence 
the work reported in this paper.

Acknowledgements

We would like to acknowledge the members of the FORESFA 
Collaboration for diverse discussions and cooperation that benefitted 
this research, as well as the valuable input of WHO members Pernette 
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